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ABSTRACT
A BBS-like generator is discussed for which the
quadratic function F : x 7→ x2 − 2 (mod n), where
n = p · q is the product of two distinct primes, is used.
The maximal cycle length of the orbits produced by
iterating F is obtained and the particular important
cases in which p, q are both 1- and 2-safe are analyzed
in deeper detail.
Keywords: BBS Generator, Quadratic Functions on
Finite Fields, Safe Primes.
1. INTRODUCTION
The BBS Generator [3] is defined by the quadratic
function f : Zn → Zn, f(x) = x2 (mod n) on the
set of the quadratic residues of integers modulo n,
where n is a Blum integer (i.e., n is the product
of two distinct prime numbers both congruent to 3
(mod 4)) as follows: Starting from a seed x0 and it-
erating xi+1 ≡ x2i (mod n), one obtains a binary se-
quence bi = parity (xi). The cryptographic security of
this generator in predicting sequences to the left, i.e.,
the obstruction in constructing a previous bit predic-
tor (cf. [7, §12.3.1]) is closely related to the diffi-
culty of factoring n, which has been so far assumed
to be a hard problem. Blum, Blum and Shub [3]
proved that the BBS Generator is a cryptographi-
cally secure pseudo-random bit generator under the
quadratic residuosity assumption. From the results
in [1], this assumption can be replaced by the hy-
pothesis that factoring Blum integers is a hard prob-
lem. The BBS Generator allowed them to introduce
a public-key cryptosystem based on the difficulty of
taking square roots in Z∗n. In [9] a stronger result was
proved related to the security of the BBS Generator:
This generator is cryptographically secure under the
assumption that the integer factorization problem is
intractable.
In practice, however, two problems arise. As the func-
tion x2 (mod n) provides different orbits depending
on the selected initial seed, it is a must
• to determine moduli n producing orbits whose
period is exactly known in advance, and
• to determine the seeds x0 for which this period
is obtained.
These problems were addressed and solved in [4],
where the authors determine explicitly both a class
of moduli n = p · q and the seeds in Zn which produce
orbits of maximal period for the function x2 (mod n).
They also supply a sharp general upper bound for the
period of any orbit.
The function f above does not represent all possible
quadratic functions in Zn since it is not difficult to
see that it is not linearly conjugated to fc : Zp → Zp,
fc(x) = x2 + c, for c 6= 0 (see [6]).
In this communication we face a part of the aforemen-
tioned problems for the function F = fc, with c = −2.
While no theoretical background is offered, the exper-
imental results obtained along with results from other
authors (e.g., [8]), seem to confirm that the maximal
length cycles are precisely reached in this case.
2. PRELIMINARIES
Let f : X → X be a map on a finite set. The f -orbit
of an element x ∈ X is defined by
Of (x) = {fn(x) |n ∈ N},
where fn denotes the n-th iteration of f ; for the sake
of simplicity we also write O(x) when the function f is
understood. Let h = h(x) be the least positive integer
for which an integer k exists such that,
(i) 0 ≤ k < h,
(ii) fk(x) = fh(x).
The set of elements f0(x) = x, f1(x), . . . , fk−1(x) is
called the “tail” T (x) of the orbit and the set of el-
ements fk(x), fk+1(x), . . . , fh−1(x) is called the “cy-
cle” C(x) of the orbit, and l(x) = lf (x) = h − k is
the length or the period of the cycle (cf. [4, 5]). If
X = Zn then we usually write ln(x) instead of l(x).
A very well-known case corresponds to the mapping
f : Zp → Zp, f(x) = x2. The orbits of this func-
tion whose cycle is of maximal length, have been com-
pletely characterized and the prime numbers produc-
ing such orbits have been classified. Precisely, we have
the following results (see [4]):
(1) If p is odd, the length of the tail of O(x) is
at least v2 (r), where r is the order of x in
Z∗p. The tail of O(x) is maximal if and only
if x is a quadratic non-residue and, in this case,
k(x) = v2(p− 1), where vp(e) is the multiplicity
of the prime number p in the factorization of the
integer e.
(2) If p ≡ 3 (mod 4), then
(a) For every x ∈ Z∗p, x 6= 1, lp(x) coincides
with the order of 2 in Z∗r , where r is the
order of x or x2 in Z∗p, depending on x be-
ing a quadratic residue or a quadratic non-
residue.
(b) For every x ∈ Z∗p, lp(x) ≤ 12 (p− 3).
(c) If x is a quadratic residue, then the tail
of O (x) is empty; if x is a quadratic non-
residue, then the tail of O (x) is {x}.
(3) Let p = 2p1 + 1 be a 1-safe prime number.
(a) If 2 is a generator of Z∗p1 , then every
quadratic residue x ∈ Z∗p, x 6= 1, produces
an orbit of maximal length lp(x) = 12 (p−3).
(b) If −2 is a generator of Z∗p1 but 2 is not a
generator of Z∗p1 , then p1 ≡ 3 (mod 4) and
every quadratic residue x ∈ Z∗p, x 6= 1, pro-
duces an orbit of length lp(x) = 14 (p− 3).
(c) In addition, if p1 > 3 is also safe (i.e., p is
2-safe), then 2 is a generator of Z∗p1 if and
only if 14 (p1 + 1) =
1
8 (p+ 1) is odd.
Again in [4], the case of a composite modulus n = p ·q
is considered and the problem of characterizing mod-
uli n, for which the orbits are of maximal length, is
analyzed. Let p = 2p1 + 1, q = 2q1 + 1 be two 1-
safe prime numbers. Set n = p · q. An orbit of the
x2 (mod n) function exists whose cycle has a maxi-
mal period equal to 18 (p− 3)(q − 3), if and only if the
following two conditions hold:
(1) Either 2 is a generator of Z∗p1 and either 2 or −2
is a generator of Z∗q1 , or 2 is a generator of Z
∗
q1
and either 2 or −2 is a generator of Z∗p1 .
(2) gcd(p1 − 1, q1 − 1) = 2.
These conditions, which determine the maximal pe-
riod of the cycles, are weaker (i.e., easier to test) than
those imposed in [3, Theorem 9]. In particular, they
are satisfied if p and q are both 2-safe prime integers
with p, q > 11 and either p1 ≡ 3 (mod 8) or q1 ≡ 3
(mod 8).
In a similar way, our aim is to obtain analogous results
for the function F .
3. ORBITS IN Zp
The upper bounds proved for the orbits of the func-
tions fc : Zp → Zp, fc(x) = x2 + c, c 6= 0 are not
so accurate as those proved for the the function f of
the BBS generator. Let Lp(c) be the greatest value of
lp(x) when x runs Zp; i.e.,
Lp(c) = max
x∈Zp
lp(x).
As a particular case of the results proved in [6], we
have, assuming p > 9, that the following results hold:
If −1 is not a quadratic residue, then Lp(c) is bounded
as follows:
(1) Lp(c) ≤ 18 (3p+ 3), if 14 (p− 3) is odd.
(2) Lp(c) ≤ 18 (3p− 1), if 14 (p− 3) is even and −2c
is a quadratic residue.
(3) Lp(c) ≤ 18 (3p+ 7), if 14 (p− 3) is even and −2c
is not a quadratic residue.
If −1 is a quadratic residue, then Lp(c) is bounded as
follows:
(4) Lp(c) ≤ 18 (3p+ 5), if 14 (p− 1) is even.
(5) Lp(c) ≤ 18 (3p+ 1), if 14 (p− 1) is odd and −2c
is a quadratic residue.
(6) Lp(c) ≤ 18 (3p+ 9), if 14 (p− 1) is odd and −2c
is not a quadratic residue.
Nevertheless, experimental results show that Lp(c) is
bounded by 14 (p−1) (resp. 14 (p−3)) if p ≡ 1 (mod 4)
(resp. p ≡ 3 (mod 4)). For a discussion on these
bounds see [6]. Hence, roughly speaking, in the theo-
retical bounds above the factor 3 should be replaced
by 2, thus slimming the factor 38 to
1
4 , but to obtain
this improvement has proved to be difficult. In spite
of this, it is shown in [2] that these bounds are reached
in the particular case of the function F = f−2. In ad-
dition, computations of the length of all cycles of all
functions fc on the set of prime numbers less than 104
show indeed that the maximal cycle length for these
functions is precisely attained for c = −2; see [6, 8].
Moreover, in the particular case when p is a 1-safe
prime, the following more accurate bounds for the
function F , have been recently obtained in [2]:
Let e = order′d(2) be the least integer such that
2e ≡ ±1 (mod d) for d odd. Let p be a 1-safe prime,
i.e., p = 2p1+1, with p, p1 odd primes such that either
2 or −2 is a generator of Z∗p1 . Writing p − 1 = 2τρ,
p + 1 = 2τ
′
ρ′, with both ρ, and ρ′ odd, the orbits of
the function F verify that:
(1) There exists only one cycle with maximal length
1
4 (p − 3), and each element of it has a dangling
tail with precisely one element, i.e., the orbits
leading to this cycle have tail lengths no greater
than 1.
(2) For each odd proper divisor d of 14 (p+ 1), there
exist cycles of length order′d(2). Besides, the
graph of the function F displays a binary tree
of depth τ ′ ≥ 2, hanging off each element of the
cycle.
Another interesting particular case occurs when p is
2-safe, i.e., p = 2p1 + 1, p1 = 2p2 + 1, p, p1, p2 being
odd primes. Now we are led to distinguish two dif-
ferent cases. If 18 (p + 1) is odd, then we have for the
orbits of F that
(1) There exists only one cycle with maximal length
1
4 (p − 3), and each element of it has a dangling
tail with precisely one element, i.e., the orbits
leading to this cycle have tail lengths no greater
than 1.
(2) For each proper odd divisor d of 18 (p+ 1), there
exist cycles of length order′d(2). Besides, the
graph of the function F displays a binary tree of
depth 3 hanging off each element of the cycle.
On the other hand, if 18 (p + 1) is even, again for the
orbits of F , we have
(3) There exists only one cycle with maximal length
1
4 (p − 3), and each element of it has a dangling
tail with precisely one element, i.e., the orbits
leading to this cycle have tail lengths no greater
than 1.
(4) For each proper odd divisor d of 116 (p+1), there
exist cycles of length order′d(2). Besides, the
graph of the function F displays a binary tree of
depth 4 hanging off each element of the cycle.
4. ORBITS IN Zn
Let us begin with the following
Lemma: Let F (x) = a0+a1x+. . .+adxd be a polyno-
mial with integer coefficients, ai ∈ Z, and let ln (x) be
the period of the cycle of the orbit O(x) with respect
to the function F (mod n). If n = p · q, and p, q are
two relatively prime numbers, then we have
lcm (lp(x), lq(x)) = ln(x).
Proof: By the Chinese Remainder Theorem there ex-
ists a ring isomorphism
ϕ : Zn → Zp ⊕ Zq,
ϕ(x (mod n)) = (x (mod p), x (mod q)),
and we have
ϕ ◦ F (mod n) = (F (mod p), F (mod q)) ◦ ϕ.
Hence
ϕ(Fh(x)(mod n)) =(Fh(x)(mod p), Fh(x)(mod q)),
and the result follows from the very definition of l(x).
2
Proposition: Let n = p · q, where both p and q are
1-safe primes, i.e., p = 2p1 + 1, q = 2q1 + 1. Then,
the maximal cycle length of the orbits of the function
F : Zn → Zn, F (x) = x2 − 2, is given by,
ln(x) =
(p1 − 1)(q1 − 1)
2 gcd(p1 − 1, q1 − 1) .
Proof: By applying the previous lemma, we have
ln(x) = lcm(lp(x), lq(x))
= lcm(
p− 3
4
,
q − 3
4
)
= lcm(
p1 − 1
2
,
q1 − 1
2
)
=
(p1 − 1)(q1 − 1)
2 gcd(p1 − 1, q1 − 1) . 2
It is more interesting to consider the case where both
p and q are 2-safe primes:
Corollary: If p and q are 2-safe primes, then we have
ln(x) =
1
4
(p1 − 1)(q1 − 1) = 116(p− 3)(q − 3).
Proof: In fact, as in the present case we have
gcd(p1 − 1, q1 − 1) = 2,
the result follows from the previous proposition. 2
5. CONCLUDING REMARKS
(1) After the careful research presented here, it is
not to be expected that any quadratic function
may improve the one used by the BBS cryptosys-
tem, namely, f(x) = x2 (modn), in terms of
maximal length cycles produced. Besides, these
maximal length cycles seem to be generated al-
ways using the same value for c, in particular,
c = −2.
(2) The maximal cycle lengths have been obtained
for the function F = f−2 and they are at best,
half as long as those obtained for the BBS func-
tion (see §2 and §4).
(3) It remains as an open issue whether the func-
tion fc : Zp 7→ Zp admits at least one cycle with
length O(p) for almost any c.
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